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“DomQuery: AvaAuon eupeiag KAILOKOG TWV EMEKTACEWV TTPOYPAUUATWY ITEPLYNONG”

NEPINAHWH

Ta olyxpova TIPOYPAUMOTO TIEPLYNONG QTTOKTOUV £€Tpa AELTOUPYLIKOTNTO, WOTE Vol
yivouv 1o eugéAkta Kal va ipooeAKUooUV TIOAAOUG XpAoTeG. Mpaypatt, ToAAol amod Toug
Heyaloug maikteg omwg to Google Chrome, Mozilla Firefox kat to Microsoft Edge
TIaPEXOLV TTPOCOETEC BEATIWHEVEG SUVATOTNTEG KAl AUCELG ATOPPATOU PECW TNG LOPDNAG
TWV EMEKTACEWVY. AUTEG OL ETIEKTAOELG £lval SLABECIUEG OTNV 0lyOPA TOU TIPO- YPALUATOC
TePYNonG (NAEKTPOVIKO KaTtAoTtnua), n omolo mpoodEpel XINASEC EMEKTAOCEL OTOV
XpNnotn. Mepikéc anod auteg ivatl oAU dnUodAnc pe ekatoppupla ANYPEeLS.

e auTA TN METamrtuylakn epyacia mapouoialoupe to DOMQuery, €va cUoTnUA TTOU
avaAUeL TG aAANAETIOPAOELG HETAEY TWV ETEKTACEWY TOU TIPOYPALMOTOC TIEPLHYNONG
Kall Twv otolxeiwv DOM twv Lototonwy. EmAé€ape 705,305 SLapopeTIKEG EKSOOELG A0
307,822 eneKkTAOELC Kol CUAEEaE Ta Kopudala Eva EKOTOUUUPLO LOTOTOMOUG TNG AAEEQL
SNULOLPYWVTOC €V EVPETHPLO OAWV TwV oTolxeiwv DOM mou Bpiokovtal og auToUC TOUG



LOTOTOTOUG. To cUOTNUA Hag, TPoodlopilel TIG LOTOCEAISEC KAl TOL CUYKEKPLUEVO OTOLXELDL
DOM rmou xelpilovtal oL EMEKTAOCELG, TIPOKELUEVOU VA EVIOTIIOOUV TIEPLTTWOELG KOKNG
XPNong enéktaong. EmutAéov, To cUOTNUA MG AVOAUEL T SIKALWUATO ETEKTACEWY KOl
Ta JavaScripts mou xpnolponolouvIal and auTd ylo TNV opadomoinon ENEKTACEWY HE
Baon TN AELTOUPYLIKOTNTA TOUG. XPNOLLOTIOLWVTOG Lo TETOLO TIPOCEYYLON, MMOPOULE Va
EVTOTILOOU LE YPYOPQ EMEKTACELG TIOU EKTEAOUV UTIOTTITN SpaotnplotnTa.

H avdAuon xIAAdwv eMeKTACEWV €lval €va SUOKOAO Kal (EKTEAEOTIKA) XpovoBopo €pyo
KOLL OTTOULTEL TNV OVTLLETWTTILON OLPKETWVY TIPOKANCEWV. AVTILETWTI{OVE aUTA Ta {NTHMOTA
He TN xpron Twv Kubernetes kat tpéxovtag moAanAd Docker mapaAAnAa. H avaAuon 6.4
Sloekatoppupiwy ypappuwv HTML kot 85 ekatoppupiwv ypapuwy kwdika JavaScript
08Nynoe OTNV aAvVOyvWwPLoNn EMEKTACEWV TIOU OTOXEUOUV GUYKEKPLUEVOUC LOTOTOTOUG.
ErutAéov, avaAlovtog To SIKALWUATA TWV EMEKTACEWY Bprnkape 8,340 MEPUTTWOELS UE
AdBoc¢ xprion TwV SIKOULWUATWVY. ITNV MPOCTIABELA LOC VO EPEUVHOOUE TIEPLOCOTEPO KOl
va piéoupe pwc oto dpavopevo auto, Ba dnuootelooUE TO CUVOAO SeSOUEVWV LAG.
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“DOMAQuery: A large-scale Analysis of Browser Extensions”

ABSTRACT

Modern browsers increased and extended their functionality in order to become more
flexible and attract a plethora of users. Indeed many of the big players such as Google
Chrome, Mozilla Firefox and Microsoft Edge provide additional enhanced features and
privacy solutions through the form of browser extensions. These extensions are available



in the browser’s market (an online store), which offers hundreds of thousands of
extensions to the user; some of them being very popular with millions of downloads.

In this master thesis, we present DOMQuery, a system that analyzes the interactions
between browser extensions and websites’ DOM elements. We selected 705,305
different versions out of 307,822 extensions and crawled the top one million Alexa
websites while creating an index of all the DOM elements found in these websites. Our
system identifies the webpages and the specific DOM elements that extensions
manipulate in order to identify cases of extension misuse. Moreover, our system analyzes
the extension’s permissions and the JavaScripts used in order to cluster extensions based
on their functionality. Using such an approach we can identify quickly extensions that
perform a suspicious activity.

Analyzing thousands of extensions is a problematic and (execution) time-consuming task
and requires tackling several challenges. We address these issues with the use of
Kubernetes and running multiple Docker containers in parallel. Our analysis of 6.4 billions
lines of HTML and 85 millions lines of JavaScript code resulted in identifying extensions
that target specific websites. Furthermore, by analyzing the permissions from the
extension’s manifest, we found 8,340 extensions with wrong permission usage. To foster
more research and shed more light on this phenomenon, we will publicly release our
dataset.



